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Motivation

- WhatsApp is world’s largest messenger
- Used for private and professional communication
- Over 3 billion users

- Signal is known for its focus on privacy
- Also used by some government officials ;)
- About 70 million users

- Anybody using these apps is affected by our findings
- Only requirement is having a person’s phone number
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The Speakers

Gabriel:
● PhD candidate at University of Vienna
● Security researcher at SBA Research
● Cellular networks and mobile security
● Speaker at multiple conferences

Max:
● Bachelor’s thesis supervised by Gabriel
● Master’s student at University of Vienna
● Bug bounty hunter
● First time speaker
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The Story

- Started as Max’s bachelor thesis

- Ended up discovering vulnerabilities affecting billions of users

- Small team of independent researchers

- Everyone can still find flaws in refined systems 
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Background
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Encryption in Instant Messengers

- Before End-to-End Encryption (E2EE)

- Transport encryption: messages between the 
user device and the messaging service are 
encrypted (e.g. via TLS)

- Protection against wiretapping

- However: messaging service can read the 
clear text message

- Examples: TikTok, Snapchat, Telegram
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End-To-End Encryption (E2EE)

- End-to-End Encryption (E2EE)

- Messages are encrypted between two 
communication parties

- Every user device has their own keys

- Messaging service is not able to inspect 
messages

- Breaking lawful interception

- Examples: Signal, WhatsApp, Messenger
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Multi-Device Setups with E2EE

- Most messengers allow adding additional companion devices
- Desktop or Web Application (e.g., WhatsApp Web)

- Two approaches:
- Leader-based approach
- Client fanout
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Multi-Device Setups with E2EE

- Leader-based approach
- Leader device (smartphone) is handling external 

message delivery

- Internal devices synchronize with main device

- Main device is single point of failure
- When offline, no messaging possible

- Used by WhatsApp until 2021

https://engineering.fb.com/2021/07/14/security/whatsapp-multi-device/ 10



Multi-Device Setups with E2EE

- Client-Fanout
- Actual E2EE between all devices

- Every device has its own keys

- Messages are encrypted individually for 
all target devices

- Individually sent to all devices of the 
recipient

- Also mirrored to own companion 
devices

- Used by WhatsApp, Signal
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Addressing in Multi-Device Setups

- Every phone number can have multiple devices
- Addressed using device indexes

- Main device has index 0

- Privacy leaks
- Active device list can be consistently monitored
- Due to the E2EE principle, any received message 

also leaks the device that was used to send it
- Could already disclose the physical location of 

the sender
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Message Delivery Process

- Delivery- and read receipts
- Convenience features for message sender

- However: delivery receipt also used as a control 
flow message

- Confirms successful decryption of the 
message

✓ message is at server
✓✓ message is at receiver
✓✓ message was read

Schnitzler et al., Hope of Delivery: Extracting User Locations From Mobile Instant Messengers
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Crash Course: Side-Channel

- Every action has (sometimes unwanted) side 
effects

- Can be observed by third parties
- Accidental information leak

-  Real Life Examples
- Less power consumption when not at home 

(e.g., holiday)

- Side channels in instant messengers
- Delivery receipts and read receipts
- Online Status
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Vulnerabilities

Fun Part
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Issue 1:

Delivery Receipt-based 
Timing Side Channel
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Testing Methodology

- Experimenting with official clients

- Using third-party client implementations to

- Test different message types (edit, react, delete)

- Craft malformed messages

WhatsApp Clients: whatsmeow, Baileys, Cobalt
Signal Clients: signal-cli
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https://github.com/tulir/whatsmeow
https://github.com/WhiskeySockets/Baileys
https://github.com/Auties00/Cobalt
https://github.com/AsamK/signal-cli


Delivery Receipt Side-Channel

- In multi-device settings, delivery receipts are 
independently issued by each device

- Can be used to ping each target device individually
- Delivery Receipts also issued for message reactions
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Silent Pings via Delivery Receipts

- Specifically crafted messages trigger a delivery 
receipt, but are not shown on the target’s device

- Reacting to an non-existent message ID

- Allowing an attacker to silently ping target devices
- Pings can be sent repeatedly over long periods 

(e.g., days)
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Tracking Device Online Status

- We can track the victim across different companion devices
- by consistently pinging their devices throughout the day

- Potentially leaking their daily schedule
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Tracking Device Activity Status

- Hypothesis: different RTT latency in different states
- Standby (screen off)
- Active (screen on)
- Messaging app active (in foreground)
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Tracking Device Activity Status

- We can observe the victim’s screen/activity state by monitoring 
relative RTT differences

- Possible on main and companion devices
- Pictures: iPhone and WhatsApp Web (Firefox)
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Tracking Device Activity Status

- DEMO Time:
- https://drive.google.com/file/d/1nu8YWU76phX3ZQ

9UGHEP1fwG4aFhwxbB
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https://drive.google.com/file/d/1nu8YWU76phX3ZQ9UGHEP1fwG4aFhwxbB
https://drive.google.com/file/d/1nu8YWU76phX3ZQ9UGHEP1fwG4aFhwxbB


Probing Frequency Limitations

- Signal
- High-frequency probing triggers rate-limiting
- One ping every 2 seconds allowed

- WhatsApp
- No observed limits

- Different response characteristics for different devices
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Characteristic Screen ON/OFF Timings
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Characteristic Screen ON/OFF Timings
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Advanced User Tracking

- Differences in RTTs, based on the 
current environment (WiFi vs. LTE)

- Allowing advanced user 
tracking

- Certain Phone states caused 
different patterns e.g. calls
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OS Fingerprinting

- Implementation differences can be 
leveraged to disclose OS of the 
victim

- Can be abused for 
reconnaissance 

- Or weaponized during advanced 
attacks
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Resource Exhaustion Attacks

- Sending malformed reactions allows 
silently exhausting resources at the 
target device

- Data Usage: ~ 13 GB per hour

- Battery Drainage: ~ 18% per hour

- Attacker is invisible to victim
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Privacy Impact

- Attacker knows
- How many devices
- Device type (mobile vs. desktop, Android vs. iOS)
- When they’re used
- How they are used (phone activity, connectivity type) 

- Reconnaissance (e.g., to customize exploit)
- Law enforcement (raid suspect when device unlocked)
- Stalking
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Responsible Disclosure WhatsApp

- Reported findings to Meta on September 5th, 2024
- (Internally) forwarded to relevant engineering team on 

September 24th, 2024
- New privacy setting introduced in October 2024

- Since September 2024, no official/additional information 
or feedback from Meta :-(

32



Responsible Disclosure Signal

- Reported findings to Signal on September 5th, 2024
- No response :-(
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Issue 2:

Exploiting WhatsApp’s 
Prekey Mechanism
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Background: WhatsApp Prekeys

- 3 Layers of Encryption Keys (Key bundle)
- Identity Key: static, generated during setup
- Signed Prekey: medium-term, rotated once a month
- One-Time Prekey: ephemeral, single use

- Multiple keys to ensure Perfect Forward Secrecy (PFS) 
and Post-Compromise Security (PCS)

- All three keys are combined to initiate a new 
conversation
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Background: WhatsApp Prekeys

- Each client device regularly uploads 
one-time prekeys to WhatsApp

- Based on threshold (one-time PK)

- Or expiration (Signed Prekey)
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Background: WhatsApp Prekeys

- To start a new conversation:
1. Alice fetches prekey bundle from 
server for bob 

2. Alice encrypts the message with 
bobs prekeys

3. Bob receives the message and
the E2EE channel is established
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Question

- What happens if there are no one time prekeys?

- Custom client which repeatedly requests keys

- Monitor the amount of keys left

- Detect the moment the keys are refilled

38



Vulnerabilities

39



Tracking Device Online Status

- Repeatedly querying prekey bundles drains one-time 
prekeys on the server

- Devices can only refill prekeys when they’re online
- Side-channel for a device’s online status

- Attacker solely interacts with WhatsApp servers
- Cannot be traced back from the victim’s side
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Prekey Depletion Success Rate

- We simulated the attack in practice

- Different refill behavior based on 
smartphone model

- Device fingerprinting

- Obviously: 100% success rate 
when device is offline

- Cannot push fresh prekeys
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Characteristic Prekey Refill Behavior
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PFS Downgrade

- Attacker can constantly request/deplete a device’s 
one-time prekeys

- When somebody starts a new conversation with 
the victim, no one-time prekeys are available on the 
server

- Conversation will only be secured by identity key 
and signed prekey

- PFS downgrade
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OS Disclosure

- Different client implementations use different 
initialization values for their key ID’s and batch sizes

- Can be used to determine the victim’s OS
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Denial of Service
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- Scenario:
- Attacker draining Bob’s      

one time prekeys

- Server synchronizes prekey 
requests 



Denial of Service
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- Scenario:
- Attacker draining Bob’s      

one time prekeys

- Server synchronizes prekey 
requests 

- Result:
- Server runs into concurrency 

issues

- Returns 503



Denial of Service

- Issuing many concurrent requests for a specific target 
device leads to server failures [503 Service Unavailable] 

- Hinders anybody from getting
the victim’s encryption keys

- Third party is not able to start
a new conversation
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Denial of Service

- DEMO Time:
- https://drive.google.com/file/d/10Dz8gaMTfvHBnNX

3NjZ4qXYfa-53nd2j
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https://drive.google.com/file/d/10Dz8gaMTfvHBnNX3NjZ4qXYfa-53nd2j
https://drive.google.com/file/d/10Dz8gaMTfvHBnNX3NjZ4qXYfa-53nd2j


Impact DoS

- Hinders arbitrary target from establishing new conversations

- Inconvenience for User

- For Businesses running WhatsApp

- No appointments

- No support

- No Orders
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Impact Privacy Leaks

- Same as previous vulnerabilities
- Device online state, OS, etc.

- This time Server does the dirty work
- We don’t need to directly interact 

with the client
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Responsible Disclosure WhatsApp

- Reported findings to Meta on March 28, 2025
- Issue closed on March 30, 2025
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Responsible Disclosure WhatsApp

- Reported findings to Meta on March 28, 2025
- Issue closed on March 30, 2025

- Flagged as duplicate to previous delivery receipt report
- No answer so far
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Mitigations and Key 
Takeaways
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Mitigations

General:
- Rate limiting
- Unifying client behaviour (iOS vs. Android)

Delivery receipt issues:
- Randomize delivery receipt timings
- Improve client-side message validation

Prekey issues:
- Visual indication of missing PFS
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Key Takeaways

- Multi-device setups + E2EE amplifies privacy issues
- Every single device leaks independently

- Due to E2EE, no server-side message validation possible
- Client-side validation even more important

- Hardened messaging protocols can have security and 
privacy issues when deployed in practice
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Thank You !
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Questions ?
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Contact
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Prekey Pogo
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